What is DITSCAP?

The DoD Information Technology Security Certification and Accreditation Process (DITSCAP), established in DODI 5200.40 in December 1997, serves a standard, life cycle process to verify, implement, and maintain the security of any DoD system that collects, stores, transmits, or processes unclassified or classified information within the Defense Information Infrastructure (DII).   The DITSCAP provides a standardized practice of Certification and Accreditation (C&A) for information systems across the DoD.  The DITSCAP is infrastructure-centric and describes generic process activities and tasks.  

One of the most important characteristics of the DITSCAP is its iterative and evolutionary lifecycle approach.  The DITSCAP is not intended to be a “one stop” certification process that guarantees a system is operating in a totally secure mode.  Information system security C&A is a full life cycle commitment flexible enough to accommodate possible requirements changes that occur throughout the entire life cycle of the system.   

Benefits of DITSCAP

The DITSCAP standardizes the security activities and documentation that collectively comprise a uniform C&A process.  This standard C&A process provides four distinct levels of certification analysis.  The DITSCAP is applicable to all DII information systems regardless of life cycle.  The DITSCAP also applies to any type of acquisition or development strategy.  Thusly, DITSCAP provides activities and tasks that can be applied to any COTS, GOTS, or custom-developed information system.  Utilization of the DITSCAP also significantly reduces that documentation and administrative burden associated with previous DISA requirements.

DITSCAP Phases

The DITSCAP is composed of four phases: Definition, Verification, Validation and Post Accreditation.  Each phase contains several required tasks that must be executed and documented.  Phase 1, Definition, initiates the DITSCAP process and focuses on understanding the mission, operating environment, and architecture of the information system in order to develop a set of security requirements to plan the C&A activities and tasks involved with accreditation.  The goal of the Definition phase is for the key participants in the DITSCAP to agree on the intended system mission, security requirements, C&A boundary, schedule, level of effort and resources.  Agreement on each of these elements is documented in a System Security Authorization Agreement (SSAA).  The SSAA is utilized throughout the DITSCAP to guide and document all C&A activities, tasks, and decisions.  The SSAA is intended to be a living document that should be refined throughout the rest of the DITSCAP.

Phase 2, Verification, verifies the system’s compliance to the security requirements agreed to in the SSAA.  The goal of Verification is to obtain a fully integrated system for certification testing and accreditation.  Activities in Phase 2 include the development and implementation of the system.  In the event of any significant system or requirements changes, both the SSAA and certification process are refined as necessary.

Phase 3, Validation, validates the fully implemented system against the information agreed to in the SSAA.  The goal of Validation is to obtain either an Interim Approval to Operate (IATO) or full accreditation to operate the system with an acceptable level of risk in its intended environment.  The system undergoes a detailed system test and evaluation (ST&E) procedure in which security features are tested and documented within the operating environment.

Phase 4, Post Accreditation, begins after the system becomes certified and receives site accreditation.  The goal of Post Accreditation is to maintain an acceptable level of residual security risk.  Phase 4 ends with system termination, a significant modification is planned for the system, or a periodic compliance validation is required. 

DITSCAP Roles and Responsibilities 

Personnel appointed to the DITSCAP must be knowledgeable in the nature of the information and processes supported in the system and in the management, personnel, operational, and technical controls used to protect that information.  Those personnel assigned roles in the DITSCAP share responsibility for implementation, acceptance, and maintenance of adequate system security.   The following roles are established for DITSCAP:

Designated Approval Authority (DAA) – The responsibility for the security of the information system is assigned to a DAA.  The DAA is responsible for evaluating the level of risk associated with operating the system and granting either an IATO or a full accreditation if the risk is found to be acceptable.   

Certification Authority – The CA is responsible for performing the evaluation of technical and non-technical features of an information system to determine the extent that the system design and implementation meet the set of security requirements established and agreed to in the SSAA.  The CA is officially assigned their role by the DAA through an appointment letter.  The CA acts as a trusted agent to the DAA throughout the security evaluation activities and is responsible for recommending to the DAA whether or not to accredit an information system after the certification process is completed.  Depending on the complexity of the security requirements of the system being evaluated, the CA can create a certification team for support during security testing.  In cases involving less complex systems, the CA can perform the security evaluation alone.

Program Manager (PM) – The PM is the person ultimately responsible for the overall procurement, development, integration, modification, and operation of the IT system.  The PM is from the agency sponsoring the IT system being tested.

Information System Security Officer – The ISSO is responsible for the day-to-day administration and security management of the IT system.  The ISSO role is generally assigned to the system administrator of the IT system.

IT System Users – IT System users are responsible for the protection of system information and resources.  It is the responsibility of users to report any occurrences of system sabotage, tampering, denial of service, espionage, fraud, misappropriation, or misuse or release to unauthorized persons.  Users are also responsible for assisting with the identification of operational system requirements in accordance with the SSAA.

Timeline and Cost of DITSCAP

 There is no objective way to determine the length of each phase of the DITSCAP.  No structured timeline or cost estimate exists.  Each DITSCAP effort is dependent on the nature of the system being tested and environment in which the system resides.  PEO-IT sources state that the typical DITSCAP takes approximately eighteen months to complete and costs between 300-400K.

